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Resumo

Contexto

0 desenho de infra-estruturas de tecnologias de informacdo (TI) é um desafio complexo porque
implica o conhecimento aprofundado de muitas areas de conhecimento que raramente sdo
dominadas apenas por uma s pessoa. Os desenhos de infra-estruturas de Tl sdo efectuados
maioritariamente com base em modelos proprietdrios, frequentemente denominados de
“blueprints” e que sdo definidos pelos fabricantes com o objectivo de facilitar a configuracdo de
uma determinada solucdo, com base na sua oferta de produtos e servicos.

Problemas de Investigagao

Os “blueprints” existentes, embora possam ser facilitadores no desenho de solugdes, ndo
permitem a utilizacdo de tecnologias de diferentes fabricantes, limitando o desenho as
funcionalidades disponibilizadas por um determinado produto ou familia de produtos
proprietarios. Adicionalmente, os “blueprints” possuem um ciclo de vida curto, porque estdo
normalmente associados a uma determinada versdo de um produto ou tecnologia, o que faz com
que a sua utilizacdo como ferramenta para reutilizacdo de conhecimento para problemas
recorrentes seja muito limitada.

Os principais problemas de investigacdo consistem em: (i) como exprimir, de forma
reutilizavel e ndo proprietaria, o conhecimento em termos de boas praticas sobre o desenho de
infra-estruturas de T, (ii) como garantir que o conhecimento existente é de facto relevante que
mereca ser reutilizado, e (iii) como simplificar a utilizacdo desse conhecimento, tornando o
processo de desenho de infra-estruturas mais simples, mais rapido, melhor documentado,
facilitando a integracdo de componentes de diferentes fabricantes e minimizando os problemas
de comunicacdo entre as equipas.

Objectivos da Investigacao

Os objectivos da investigacdo consistem na (i) formalizacdo de uma linguagem de padrées que
permita reutilizar conhecimento sobre o desenho de infra-estruturas de Tl independente do
fabricante, (ii) deteccdo e reconhecimento de padrdes de infra-estrutura implementados de
forma a garantir que esse conhecimento existe e pode ser reutilizado, (i) desenvolvimento de
um ambiente computacional que facilite a utilizacdo dos padrdes, simplificando o desenho,
apoiando assim a escolha da melhor solucdo para resolver um determinado problema.

Metodologia de Investigagao

A metodologia de investigacdo engloba trés fases principais alinhadas com as questdes de
investigacdo. (i) fase de preparacdo onde é criada a linguagem de padrdes de infra-estrutura
juntamente com um conjunto de ferramentas de suporte, (i) fase de operacdo onde as
ferramentas sdo instanciadas e (iii) fase de validacdo onde sdo efectuadas validacdes em
ambientes reais e através de peritos nas conferéncias e em revistas com painel de revisao.

Categorias e Descritores de Assunto: (.0 [Computer Systems Organization]: System architecture;
D.2.10 [Software Engineering]: Design - Methodologies; D.2.11 [Software Engineering]: Software
Architectures - Patterns; D.3.3 [Programming Languages]: Language Constructs and Features -
Patterns.

Palavras-chave Adicionais: Tecnologias de Informacao, Infra-estrutura de Tl, Padrdes infra-estruturais



Abstract

Background

The design of Information Technology (IT) infrastructures is a challenge task since it implies a
depth of knowledge in several areas that rarely reside in a single person. Most IT infrastructure
designs, are based on proprietary models known as “blueprints® or product-oriented
architectures defined by vendors to facilitate the configuration of a particular solution, based
upon their services and products portfolio.

Research problems

Although existing “blueprints” can be facilitators in the solutions’ design, most of them do not
allow the use of technologies from different vendors, making the decision process more complex
and limiting infrastructure design to product features, provided by a given product or a family of
products offered by a specific vendor. Additionally, these “blueprints” have a short lifecycle
since they are usually associated with a particular version of a product or technology, which
makes the possibility of using "blueprints” as a tool for the re-use of knowledge for recurring
very limited.

The main research problems are, (i) the inability to reuse knowledge in terms of best
practices in the design of IT infrastructures, (i) how to prove that the existent IT infrastructure
knowledge is in fact relevant that are worth to be reused and, (iii) how to simplify the usage of
this knowledge, making the IT infrastructure design simpler, quickly, better documented,
facilitating the integration of components from different vendors and minimizing the
communication problems between teams.

Research goals

The research goals consists in the (i) formalization of a vendor-independent pattern language
able to support the process of designing IT Infrastructures, (ii) detection and recognition of
implemented IT infrastructure patterns in order to prove that this knowledge exists and can be
reused (iii) development of a computational environment that simplifies the use of design
patterns to support the selection of the best patterns to solve a specific problem.

Research methodology

The research methodology includes three main phases aligned with the research questions. (i) in
preparation phase, the pattern language is created along with a set of support tools, (ii)
operation phase where tools are instantiated and, (jii) validation phase where validations are
performed in both real life infrastructures and with subject matter experts in journals and
conferences.

Categories and Subject Descriptors: C.0 [Computer Systems Organization]: System
architecture; D.2.10 [Software Engineering]: Design - Methodologies; D.2.11 [Software
Engineering]: Software Architectures — Patterns; D.3.3 [Programming Languages]: Language
Constructs and Features - Patterns

Keywords: Information Technology, IT Infrastructure, Design Patterns
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Introduction

This section introduces this PhD research plan, along with a short summary of the major issues
and proposed solutions, which we intend to address in the field of information technology

infrastructures.

1.1 Context and domain

This PhD work plan is about the design of IT infrastructures (ITls for short). The concept of IT
Infrastructure is an encompassing one that stands for the use of IT components upon which
systems and services are built and run, to manage and process information [Sirkemaa,2002]. In
the context of this dissertation, IT infrastructure covers three domains: (i) hardware platforms,
(ii) network components and (iii) software required for information sharing among applications.
The hardware platforms domain focuses on infrastructure equipment, which includes computers,
mainframes, servers, peripherals or terminals. The network components domain comprises a set
of aspects related with devices’ connectivity (e.g. hubs, switches, routers, etc.) in the
infrastructure, such as the location, type of network (e.g. LAN, VLAN, WAN), kind of connection
links (e.g. dedicated, leased or private lines), network topology (e.g. bus, star, fully meshed),
bandwidth, and communication protocols. The software domain refers to the infrastructure
software such as operating systems, name resolution services, authentication and authorization
services, web servers, among others. Designing ITls for large organizations is a challenging task
mainly because it requires knowledge of existing organization processes, the views of different
players, and the coordination of technical expertise in the three previously mentioned domains
(hardware, networking and infrastructure software) that rarely reside in a single individual.
Despite this fact, most ITls are created, designed or adapted by consultants, administrators,
developers and other individuals with the only purpose of responding to the requirements of a

particular business application [Perry and Gillen, 2007].
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1.2 Research problems (P)

The primary purpose of an ITl is to support and enhance business processes, and ITIs are the
foundation upon which business processes that drive an organization’s success are based
[Gunasekaran, Williams et al.,2005]. Large ITls contain hardware, networking and infrastructure
software components from different suppliers that need to be integrated to ensure that they
interoperate and provide a variety of services both within and outside the organization.

Consider, for instance, an organization that decides to start direct sales on-line worldwide,
while previously it only sold to a network of local resellers. The new business scenario will
require a much more demanding business application (e.g. in terms of transaction rate) requiring
new hardware (e.g. servers, racks, monitors), networking equipment (e.g. switches, routers, etc.)
and infrastructure software such as authentication, load balancing and name resolution
mechanisms, among others. Without designing guidelines, aspects such as the wrong placement
of servers in the ITI (e.g. insecure infrastructure zone), the insufficient or excessive number of
servers defined and their hardware characteristics are just some aspects that can negatively
affect both the existing ITI and the business applications themselves, with tangible impacts on
maintenance, costs, people and processes.

In such a setting, one of the major problems faced is the inability to reuse best practices.
Designing from scratch usually leads to increased size and complexity, that in turn, may
jeopardize the delivery of real business value [Sessions,2008]. The diagnosis of this problem is
hampered by the still immature IT infrastructure assessments [Silva,2008].

To summarize, the research problems (P) that this dissertation will address are:

9 P1: The inability to express best practices in the ITI design.
9 P2: The re-documentation of legacy ITI infrastructures.
f P3: The methodological support (including tooling) for a pattern-based approach to ITI

design.

1.3 Proposed solutions (PS)
The following subsections present the proposed solutions for each of the problems identified in
section 1.2. The Proposed Solutions are presented with the initials PS and number that

identifies the problem.

1.3.1 PS1 - Inability to express best practices in ITIs design

Design agility is achieved in most engineering fields by using appropriate abstractions. Although
often ‘the devil is in the details’, raising the level of abstraction allows ITI architects to find,
share and apply standardized solutions to recurrent phenomena, by only retaining the
information which is relevant for a particular purpose. Wrapping up those standardized design
solutions resulted in what has been coined as design patterns. Design patterns and pattern

languages (a set of related design patterns), will be detailed in section 2.2.2.

2
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We believe that the use of design patterns in the design of ITls is the solution for the
inability to express best practices in this area. Based on this we intend to propose a pattern
language for ITIs that will help to express ITls design best practices.

Based on our IT infrastructure knowledge and [Alexander,1979] definition of a pattern
language, we propose the following definition of pattern language adapted to IT infrastructure
domain.

“An interconnected group of IT infrastructure design patterns that come together to create a secure,

reliable, available, performant and manageable IT infrastructure.”

1.3.2 PS2 - Re-documentation of legacy ITls

Depicting the benefits in the design the use of patterns can also be useful in the documentation
[Harrison and Avgeriou,2008]. The use of a pattern language for ITI is expected to simplify
documentation of legacy IT infrastructures, by providing a knowledge repository with well-
known solutions to recurring problems. Since the identification of patterns depends on several
different factors the pattern identification without the help of the original architect is not easy
according to [Harrison and Avgeriou,2008].

We believe that we can discover ITI patterns with a pattern-mining tool (developed within the
context of this research) using existing mining algorithms adapted to the domain of ITIs and
mitigate the problem with documentation of ITIs. This pattern-mining tool will not only
contribute to the documentation of legacy ITls but also to increase the number of patterns in

the repository.

1.3.3 PS3 - Methodological support for a pattern-based approach to ITI design
Depicting the importance of patterns, developing patterns and pattern languages in ITI domain
may not be sufficient to enable people to learn and use them when designing ITls. There are
however some modeling tools such as Rational Rose, Rational XDE developer and Together that
are only focused in a specific class of patterns and according to [Boskovic and Gasevic,2005]
their descriptions only consist of a few sentences and sketch, which is not enough to
understand the meaning of patterns.

In the context of this research to facilitate the adoption of ITI patterns, we intend to simplify
the use of ITI patterns by extending an existing modeling tool that will use a repository with all
ITI design patterns. Since tools are important but are not enough we also intend to create

processes that can guide the infrastructure architect during the design of ITls.

1.4 Relevance of the work (RoW)
The following subsections present the relevance of the work for each of the problems identified

in section 1.2. They are identified with the initials RoW and number that identifies the problem.
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1.4.1 RoW 1 - Inability to express best practices in ITIls design

Having a structured approach that quickly permits the re-utilization of solutions in the design of
IT infrastructures, can provide valuable information to business and IT professionals and is
crucial to support their decisions regarding the growth of the infrastructures. Some of the
benefits that are expected to arise from this work include:

9 Providing ITI design solutions that can simplify the whole design process and therefore
decrease design effort and increase design robustness size and complexity since the
guidelines are based upon proven solutions;

Support the definition of an IT| by simplifying the communication among stakeholders;
Better integration among ITlI components from different vendors;

Contribute to document ITIs and improve ITI knowledge.

According to [Kirwin, 2003] these benefits allow getting more control over ITls and are
normally perceived as positive by internal and external stakeholders.

As in other areas, the problems faced by ITls do not vary much from organization to
organization. Having a non-proprietary pattern language as result of accumulated experience
and practice [Kirwin, 2003] can be beneficial for organizations in many different ways by:
facilitating communication, promoting the sharing of ideas, building complex and heterogeneous
solutions comprising multiple source technologies, identifying recurrent problems, and providing
a guided approach to solve those problems [Trowbridge, Mancini et al.,2003], thereby improving

design quality and efficiency [Kirwin, Mieritz et al.,2002].

1.4.2 RoW 2 - Re-documentation of legacy ITls
Documentation of ITIs is very important and sometimes when everything else fails, the
documentation may be the last resort. There are exceptions, but in many cases the
documentation are the last deliverable of projects and when available is incomplete, have low
quality and is badly organized. Due to this the users do not use of search for documentation and
organizations stop to maintain it. Many projects rely on existent documentation and if well
written can decrease the probability of human errors. As an example [Harrison and
Avgeriou,2008] rely on existing documentation to manually study architecture documentation of
47 systems with the only purpose of learn and identify the most common patterns deployed.
Without documentation this study cannot be performed.

We believe however that this relevant and that we can mitigate this problem (inexistent or
poor quality documentation) by providing tools that can automatically document IT

infrastructures by discovering patterns deployed.
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1.4.3 RoW 3 - Methodological support for a pattern-based approach to ITl design

Normally there are many different paths to go from one place to another, however not all are
optimal. In the design of ITls, there are also problems, which sometimes have more than one
solution. Having ITI design patterns or an ITI pattern language is an important step towards the
resolution of a problem however, may not be enough. ITI people such as architects, consultants,
and administrators require tools but also well-defined processes in how to use ITl design
patterns and pattern languages easily. For these reasons, we decided to define processes and
extend what we called a computational environment to include a repository with design patterns

that can simplify the ITI design process.

1.5 Plan organization
This remainder of the plan is structured as follows: Section 2 presents a survey regarding topics
in the scope of IT infrastructures with a description of the research goals, questions and
methodology. Section 3 includes a description of the intended research work and the vision to
tackle the problems as well as expected results. Section 4 details the planning of activities for
the next 3 years.

Finally, we present the bibliography and an appendix with a preliminary outline of the ITI

design patterns that we plan to include in our pattern language.
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Research Context

This section presents a review of the IT infrastructure field along with the topics on which this
research will focus. We also survey the current state of the art, concluding by identifying the

current limitations that motivated this research plan.

2.1 Introduction

The research context encompasses the IT infrastructure area and the creation of a pattern
language for the IT infrastructure domain as well as the creation of tools and processes to use
the pattern language in an efficient way. The IT infrastructures domain presents major
opportunities and challenges to organizations in today’s turbulent and globally competitive
environment. More than ever, in the world’s current economic scenario, where organizations
need to innovate and change constantly, the state of IT infrastructures and methods used can
represent the difference between success and failure. To be successful they must have
processes, tools and techniques in place to better communicate and quickly design solutions or
solve problems in the IT infrastructure domain. We believe that the creation of a pattern
language for IT infrastructure will solve the problems mentioned in section 1.2 (Research
Problems).

To support the design of IT infrastructures, large hardware and software manufactures,
develop methodological approaches and provide extensive “blueprints” [Trowbridge, Mancini et
al.,2003; Lofstrand and Carolan,2005]. The term “blueprint” originates from the blueish-colored
ink used on the early prints made, but is now used in general to refer to any detailed plan, which
is not necessarily printed out. In the ITI context blueprints are technical documents also called
white papers, with specific tasks such as installing or configuring a specific technology. For
instance, IBM defines a Linux Blueprint [IBM,2010] as a detailed plan of action for a specific
task involving Linux on IBM hardware.

The use of blueprints in the area of IT infrastructures, was caught as a business opportunity

by several IT organizations to standardize typical ITI building blocks based on their commercial
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products or services. Besides the fact that most of these blueprints are extensive, hard to read,
and have different formats, they are not vendor-independent, which limits the interoperability
between solutions from different vendors. Client organizations implementing ITls are obviously
concerned about getting the best value for money and that often means buying components
from multiple vendors. Therefore, the previously mentioned blueprints often become useless in
such heterogeneous ITI designs, or may even become an obstacle in performing comparisons
among competing alternatives offered by different vendors. In other words, we should take an
agnostic standpoint regarding the applicability of existing solutions, if we do not want to adopt

single source solutions.

2.2 State of the art
Since the work is related to the application of patterns in the domain of IT Infrastructures, in
the following subsections, we have related work in the IT Infrastructures domain and in the

patterns domain.

2.2.1 IT infrastructures
This subsection presents a selection of related work relevant in the domain of IT Infrastructures

such as the multiple perspectives of IT infrastructures and ITI assessments.

2.2.1.1 ITI perspectives

Depending on the needs, the IT infrastructure can be viewed from many perspectives [Silva and
Abreu,2009]. Some people require only a high level view of the IT infrastructure while others
require a deeper knowledge. Typical views defined [Platt,2002] of the IT infrastructure
according to are (i) conceptual, (ii) logical and (iii) physical. First, the conceptual view consists in
a more abstract view of the IT infrastructure and is normally used to provide a common
understanding, frequently to non-IT people. The conceptual view is also useful to ensure that
nonfunctional requirements are defined. Then logical view shows the main functional elements
such as mail systems, database systems, firewalls, etc. as well as their relationships
independently of the technical details. These functional elements are normally packaged as
servers by software and hardware vendors. Finally, the physical view is the least abstract and
illustrates the implementation of networking, hardware and software elements and their
relationships. These demands require the existence of models that can express, for instance, a

conceptual view, a logical view and a physical view perspective.

2.2.1.2 ITI Assessments
Having the right IT infrastructure, at the right time, to support new business requirements is a
challenging task, because new initiatives emerge unpredictably [Pispa and Eriksson,2003]. New

requirements require considerable changes in existing IT infrastructures that must be designed

8
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and implemented in the shortest possible time. This pressure can lead organizations to wrong
infrastructures, increases complexity, decreases the effectiveness and efficiency resulting in an
infrastructure that is more difficult to manage, new components without integration with
existing ones, waste of resources and delays, among other aspects. Several approaches to
assess specific aspects of IT infrastructures (e.g. complexity, size) have been proposed, mainly
by supplier and consulting firms. Most of them result in studies with the focus on the adoption
of a particular solution or technology. We have analyzed 70 of these studies in [Silva,2008], and
based on that we concluded that they lack in terms of processes, methodologies and
consistency, which leads us to the conclusion that the state of practice for these assessments
continues to be poor as it was in [MacCormack,2003]. The methodology proposed by
[Silva,2008] tried to address this problem through the use of metamodels to represent
structural and operational knowledge of infrastructures. The assessment was performed using
the M2DM (Meta-Model Driven Measurement) approach which uses OCL (Object Constraint
Language) to formulate a set of metrics related mainly with size, complexity and adoption of
best practices. The main drawbacks of this assessment consist in the metamodel chosen. The
metamodel chosen, besides being proprietary, was discontinued in favor of other standards.

The state of the art in the assessment of IT infrastructures, particular the relationships
among technologies used and how these technologies support nonfunctional requirements such
as security, availability, reliability is poor what turns any activity related with IT infrastructure

design more complex.

2.2.2 Patterns
The concept of patterns, design patterns or pattern languages was introduced by architect
Christopher Alexander in 1977 [Alexander, Ishikawa et al,,1977], after noticing that some
solutions were always applied to the same recurring problems in the field of architectural design
and civil engineering. These terms (patterns, design patterns or pattern languages) were
originally meant to describe a vocabulary of interacting design strategies that can be used to
develop human-scale, enjoyable and durable spaces, buildings, landscapes and towns. Alexander
define patterns as a "...problem which occurs over and over again in our environment, and then
describes the core of the solution to that problem, in such a way that you can use this solution
a million times over and over, without ever doing it the same way twice” [Alexander, Ishikawa et
al.,1977; Alexander,1979]. Each design pattern provides systematic documentation of a proven
solution to a recurrent problem by systematizing lessons learned.

Some patterns are loosely coupled but others are more interwoven. A set of highly coupled
patterns is often called a pattern language. Generally speaking, a pattern language is a practical
network of important related ideas, that provide a comprehensive treatment of a subject, using

a co





























































