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Outline
• Typestates (Example from last lecture!) 
• Interference and aliasing (Overview) 
• Separation Logic 
• Separation Logic in Verifast 
• An ADT by Example 
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Part I 
Typestates (Example)
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TypeStates - Queue
• An implementation using a circular buffer… 
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TypeStates - Queue
• An implementation using a circular buffer… 
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TypeStates - Queue
• An implementation using a circular buffer… 
class {:autocontracts} Queue { 
    // Representation type 
    var a:array<int>; 
    var front: int;  
    var rear: int; 
    var numberOfElements: int; 
   … 

    
    constructor(N:int) 
        requires 0 < N  
    { 
        a := new int[N]; 
        front, rear := 0 , 0; 
        Repr := {this}; 
        numberOfElements := 0; 
    } 
    … 
}

15
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TypeStates - Queue
• What’s wrong with it? a RepInv is necessary to maintain 

front and rear within bounds… 
class {:autocontracts} Queue { 
     
    …     
    method Enqueue(V:int) 
    { 
        a[front] := V; 
        front := (front + 1)%a.Length;     
        numberOfElements := numberOfElements + 1; 
    } 

    method Dequeue() returns (V:int)  
    { 
        V := a[rear]; 
        rear := (rear + 1)%a.Length; 
        numberOfElements := numberOfElements - 1; 
    } 
}

16
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TypeStates - Queue
class {:autocontracts} Queue { 
    // Representation type 
    var a:array<int>; 
    var front: int;  
    var rear: int; 
    var numberOfElements: int; 

    // Representation invariant 
    predicate RepInv() 
        reads Repr 
    { 0 <= front < a.Length && 0 <= rear < a.Length } 

    constructor(N:int) 
        requires 0 < N  
        ensures RepInv() 
    { 
        a := new int[N]; 
        front, rear := 0 , 0; 
        Repr := {this} 
        numberOfElements := 0; 
    } 
    … 
}
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TypeStates - Queue
class {:autocontracts} Queue { 
    … 
    method Enqueue(V:int) 
        requires RepInv() 
        ensures RepInv() 
    { 
        a[front] := V; 
        front := (front + 1)%a.Length;     
        numberOfElements := numberOfElements + 1; 
    } 

    method Dequeue() returns (V:int)  
        requires RepInv() 
        ensures RepInv() 
    { 
        V := a[rear]; 
        rear := (rear + 1)%a.Length; 
        numberOfElements := numberOfElements - 1; 
    } 
} 
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TypeStates - Queue
• Not enough… No runtime errors but the correct 

behaviour is not yet ensured…  
wrong values may be returned,  
valid elements maybe overwritten 

method Main()  
{ 
    var q:Queue := new Queue(4); 
    var r:int;  

    q.Enqueue(1); 
    r := q.Dequeue(); 
    r := q.Dequeue(); 
    q.Enqueue(2); 
    q.Enqueue(3); 
    q.Enqueue(4); 
    q.Enqueue(4); 
    q.Enqueue(4); 
    q.Enqueue(5); 
} 

19
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TypeStates - Queue
• RepInv must be refined to ensure that we stay inside 

the domain of valid queues… 
    predicate RepInv() 
        reads this,Repr 
    {  
        0 <= front < a.Length &&  
        0 <= rear < a.Length &&  
        if front == rear then  
          numberOfElements == 0 ||  
          numberOfElements == a.Length 
        else  
          numberOfElements ==  
            if front > rear  
            then front - rear  
            else front - rear + a.Length 
    } 

20
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TypeStates - Queue
• Enqueue and Dequeue Operations are only valid in 

certain states… Obtained by dynamic testing 
operations. 

21
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TypeStates - Queue
class {:autocontracts} Queue { 
    … 
    predicate NotFull() 
        reads this 
    { RepInv() && numberOfElements < a.Length } 

    predicate NotEmpty() 
        reads this 
    { RepInv() && numberOfElements > 0 } 

    constructor(N:int) 
        requires 0 < N  
        ensures NotFull() 
    { … } 

    method Enqueue(V:int) 
        requires NotFull() 
        ensures NotEmpty() 
    { … } 

    method Dequeue() returns (V:int)  
        requires NotEmpty() 
        ensures NotFull() 
    { … } 
     

23
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TypeStates - Queue
• Dynamic Tests ensure the proper state for a given 

operation… 

method Main()  
{ 
    var q:Queue := new Queue(4); 
    var r:int;  

    q.Enqueue(1); 
    r := q.Dequeue(); 
    if !q.Empty()  
    { r := q.Dequeue(); q.Enqueue(2); } 
    if !q.Full() { q.Enqueue(3); } 
    if !q.Full() { q.Enqueue(4); r := q.Dequeue(); } 
    if !q.Full() { q.Enqueue(5); } 
} 
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TypeStates - UserAccount in a store
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TypeStates - ATM 

26



Part II 
Interference and Aliasing
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Account ADT in Java
• Consider the previous implementation of the ADT for a 

Bank Account, using Java 
class Account {
    int balance;

    Account() { }
    
    int getBalance() { return balance; }
    
    void deposit(int amount) { balance += amount; } 
    
    void withdraw(int amount) { balance -= amount; }
    
    void transferTo(Account target, int amount) {
        withdraw(amount);
        target.deposit(amount);
    }

28
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Account ADT (Java)
class Account {
    int balance; // RepInv() = balance >= 0;

    Account() { } // ensures RepInv()
    
    int getBalance() { return balance; }
    
    void deposit(int amount) { balance += amount; }  // requires v >= 0;
    
    void withdraw(int amount) { balance -= amount; } // requires v >= 0 && v <= amount;
    
    void transferTo(Account target, int amount) { // requires ??
        withdraw(amount);
        target.deposit(amount);
    }

    public static void main(String[] args) {
        Account a = new Account();
        a.deposit(1000);        
        int ba = a.getBalance();
        assert ba == 1000;  // Is it possible to prove this ??
    }
}

29
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Account ADT (Java)
class Account {
    int balance; // RepInv() = balance >= 0;

    Account() { } // ensures RepInv()
    
    int getBalance() { return balance; }
    
    void deposit(int amount) { balance += amount; }  // requires v >= 0;
    
    void withdraw(int amount) { balance -= amount; } // requires v >= 0 && v <= amount;
    
    void transferTo(Account target, int amount) { // requires ??
        withdraw(amount);
        target.deposit(amount);
    }

    public static void main(String[] args) {
        Account a = new Account();
        Account b = new Account();
        b.deposit(1000);        
        int ba = a.getBalance();
        assert ba == 0;  // Is it possible to prove this ??
    }
}
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Account ADT (Java)
class Account {
    int balance; // RepInv() = balance >= 0;

    Account() { } // ensures RepInv()
    
    int getBalance() { return balance; }
    
    void deposit(int amount) { balance += amount; }  // requires v >= 0;
    
    void withdraw(int amount) { balance -= amount; } // requires v >= 0 && v <= amount;
    
    void transferTo(Account target, int amount) { // requires ??
        withdraw(amount);
        target.deposit(amount);
    }

    public static void main(String[] args) {
        Account b = new Account();
        Account a = new Account();
        a.deposit(1000);        
        a.transferTo(a, 500);        
        int ba = a.getBalance();
        assert ba == 1000;  // ?????
    }
}
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Account ADT (Java)
• Consider the following code fragment and Hoare triple, 

intended to transfer v from a1 to a2 
{ v > 0 && a1.getBalance() >= v} 
{ 
   int v1; 
   v1 = a1.getBalance(); 
   if (v1 >= v) { 
      a1.withdraw(v); 
      a2.deposit(v); 
   } 
} 
{a1.getBalance() < old(a1.getBalance()) } 

• Is this Hoare triple valid?

32
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Account ADT (Java)
• Consider the following code fragment and Hoare triple, 

intended to transfer v from a1 to a2 
{ v > 0 && a1.getBalance() >= v} 
{ 
   int v1; 
   v1 = a1.getBalance(); 
   if (v1 >= v) { 
      a1.withdraw(v); 
      a2.deposit(v); 
   } 
} 
{a1.getBalance() < old(a1.getBalance()) } 

• Only if a1 and a2 refer to different account objects! 

• If they are aliases, the Hoare triple is invalid.
33
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Account ADT (Java)
• Tracking aliasing is challenging, e.g., 

static void safeTransfer(Account a1, Account a2, int v) 
{ 
   int v1; 
   v1 = a1.getBalance(); 
   if (v1 >= v) { 
      a1.withdraw(v); 
      a2.deposit(v); 
   } 
} 
static void main (String args[] ) 
{ 
    Account b1 = new Account(); 
    Account b2 = new Account(); 
    b1.deposit(10); 
    safeTransfer(b1,b2,2); 
    safeTransfer(b1,b1,2); 
} 

• Effect of test depends on whether a1 and a2 are aliases
34
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Aliasing and Interference

35

•Two programming language expressions are aliases if 
they refer to the same memory location 

•Aliasing occurs in any programming language with 
pointers (e.g., C, C++) or references (Java, C#) 

•Two program fragments interfere if the execution of one 
may change the effect of the other 

• Interference is particularly important in the context of 
concurrent programs (we will see more on this later) 

• Interference and aliasing is hard to detect syntactically, 
and hard to reason about semantically.
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• Recall the basic Hoare Logic rule: 

• The soundness of this reasoning principle is rooted on 
the fact that no other variable aliases x. We have: 

• But, if y and x are aliases, we would have, e.g. 

Hoare Logic is unsound for aliasing

36

{A[E/x]} x := E {A}
<latexit sha1_base64="v+oYx1ucS5H1T9d8EmiBFREELO4="></latexit><latexit sha1_base64="v+oYx1ucS5H1T9d8EmiBFREELO4="></latexit><latexit sha1_base64="v+oYx1ucS5H1T9d8EmiBFREELO4="></latexit><latexit sha1_base64="v+oYx1ucS5H1T9d8EmiBFREELO4="></latexit>

{y � 0 ^ x � 0} x := �1 {y � 0 ^ x < 0}
<latexit sha1_base64="YQaUA/E8NWyXUgEXLHYto+M62i4="></latexit><latexit sha1_base64="YQaUA/E8NWyXUgEXLHYto+M62i4="></latexit><latexit sha1_base64="YQaUA/E8NWyXUgEXLHYto+M62i4="></latexit><latexit sha1_base64="YQaUA/E8NWyXUgEXLHYto+M62i4="></latexit>

{y � 0 ^ x � 0} x := �1 {y < 0 ^ x < 0}
<latexit sha1_base64="Rsw9uBReJPV1azZoIooUHIVir1I="></latexit><latexit sha1_base64="Rsw9uBReJPV1azZoIooUHIVir1I="></latexit><latexit sha1_base64="Rsw9uBReJPV1azZoIooUHIVir1I="></latexit><latexit sha1_base64="Rsw9uBReJPV1azZoIooUHIVir1I="></latexit>
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Hoare Logic is unsound for aliasing

37

• In our Account ADT example: 
{ x.balance()==K && y.balance()>0 } 

x.withdraw(K) 

{ x.balance()==0 && y.balance()>0 } 

• Again, if y and x are aliases, we would have, e.g. 
{ x.balance()==K && y.balance()>0 } 

x.withdraw(K) 

{ x.balance()==0 && y.balance()==0 } 

• To reason about programs with interference (aliasing or 
concurrency) a different approach is needed.
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Aliasing in Dafny (&others)
• Dafny and others are conservative with relation to aliasing 

by not assuming that objects from the same class are 
different.  
method M(a:C, b:C) 
    requires a != b // This precondition is essential 
    modifies a  
{ 
    a.f := 2+b.f; 
    assert b.f == old(b.f); 
} 

• Framing conditions (reads, modifies) help to manage 
knowledge about objects.

38



Construction and Verification of Software, FCTUNL, © (uso reservado)

Aliasing in Dafny (&others)
• Dafny and others are conservative with relation to aliasing by 

not assuming that objects from the same class are different.  
method N() { 
    var a := new C(); 
    var b := new C(); 

    M(a,b); 
    assert b.f == 0; // Cannot be proven... 
} 

• Framing conditions (reads, modifies) help to manage 
knowledge about objects. 

• Other approaches include ownership hierarchy (Spec#), 
Ownership and data groups (JML), and separation logic (up 
next) which uses small footprint reasoning.

39



Part III 
Separation Logic



Construction and Verification of Software, FCTUNL, © (uso reservado)

Separation Logic

41

John C. Reynolds Peter O’Hearn
https://www.cs.cmu.edu/~jcr/
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Syntactic control of interference

42

https://dl.acm.org/doi/10.1145/512760.512766
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Separation Logic

43

https://cacm.acm.org/magazines/2019/2/234356-separation-logic/fulltext


Construction and Verification of Software, FCTUNL, © (uso reservado)

Separation Logic @ facebook
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Separation Logic
• An axiomatisation of language operations on pointers 
• Allowing the verification of access of unrelated parts of 

the code to the shared memory locations 
• Deals with aliasing by providing a precise shape of the 

dynamically allocated memory. 
• Provides a basis for a general theory for modular 

reasoning about concurrent and sequential programs.

45
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Separation Logic

46

• Separation logic is based in two key principles: 
(1) Small footprint 
The precondition of a code fragment describes the part of 
the memory (heap) that the fragment needs to use. 
(2) Implicit framing 
No need to explicitly specify the properties of state that is 
changed / not changed by the program (modifies) 

• It adds to Hoare Logic two key novel primitives 
- the separating conjunction operator            
- the “precise” memory access assertion        

A ⇤B
<latexit sha1_base64="ScypE3ywrqdA5P2XRkaly49zBl4="></latexit><latexit sha1_base64="ScypE3ywrqdA5P2XRkaly49zBl4="></latexit><latexit sha1_base64="ScypE3ywrqdA5P2XRkaly49zBl4="></latexit><latexit sha1_base64="ScypE3ywrqdA5P2XRkaly49zBl4="></latexit>

L 7! V
<latexit sha1_base64="MGvN8Xg3G3CVdmLfJq0xSPLR+38="></latexit><latexit sha1_base64="MGvN8Xg3G3CVdmLfJq0xSPLR+38="></latexit><latexit sha1_base64="MGvN8Xg3G3CVdmLfJq0xSPLR+38="></latexit><latexit sha1_base64="MGvN8Xg3G3CVdmLfJq0xSPLR+38="></latexit>
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Separation Logic (a fragment)

47

Separation logic assertions used in our CVS course are 
described by the following grammar: 

<latexit sha1_base64="pCvesfC3cEZrv4WMpvlVFUjCalA="></latexit>

A ::= Separation Logic Assertions

L 7! V Memory Access

| A ⇤A Separating Conjunction

| emp Empty heap

| B Boolean condition (pure)

| B?A : A Conditional

B ::= B ^B | B _B | V = V | V 6= V | ...
V ::= ... Pure Expressions

L ::= x.` Object field
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Separation Logic

48

the memory access assertion                       

Assertion  holds of the “piece” of the state 
consisting precisely of memory location L holding V 

the empty assertion                                       

Assertion emp holds of the empty heap 

the separating conjunction                          

Assertion  holds of any “piece” of the state that can 
be disjointly decomposed in a “piece” that satisfies A 
and another piece that satisfies B. 

NOTE: if B is “pure” then

L ↦ V

A * B

L 7! V
<latexit sha1_base64="MGvN8Xg3G3CVdmLfJq0xSPLR+38="></latexit><latexit sha1_base64="MGvN8Xg3G3CVdmLfJq0xSPLR+38="></latexit><latexit sha1_base64="MGvN8Xg3G3CVdmLfJq0xSPLR+38="></latexit><latexit sha1_base64="MGvN8Xg3G3CVdmLfJq0xSPLR+38="></latexit>

emp
<latexit sha1_base64="v0+LLuNnVa+9ZomOlSdPF+kiZbI="></latexit><latexit sha1_base64="v0+LLuNnVa+9ZomOlSdPF+kiZbI="></latexit><latexit sha1_base64="v0+LLuNnVa+9ZomOlSdPF+kiZbI="></latexit><latexit sha1_base64="v0+LLuNnVa+9ZomOlSdPF+kiZbI="></latexit>

A ⇤B
<latexit sha1_base64="ScypE3ywrqdA5P2XRkaly49zBl4="></latexit><latexit sha1_base64="ScypE3ywrqdA5P2XRkaly49zBl4="></latexit><latexit sha1_base64="ScypE3ywrqdA5P2XRkaly49zBl4="></latexit><latexit sha1_base64="ScypE3ywrqdA5P2XRkaly49zBl4="></latexit>

A ⇤B , A ^B
<latexit sha1_base64="WPne99Qj0hjyGBxdGhTLjuG3Mg8="></latexit><latexit sha1_base64="WPne99Qj0hjyGBxdGhTLjuG3Mg8="></latexit><latexit sha1_base64="WPne99Qj0hjyGBxdGhTLjuG3Mg8="></latexit><latexit sha1_base64="WPne99Qj0hjyGBxdGhTLjuG3Mg8="></latexit>
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Digression: The Stack and the Heap

49

Stack
Stores local variables and method parameters 
The so-called call-stack, also stores return addresses 
Memory recover discipline: LIFO, release on block exit 
Heap
Stores dynamically allocated objects (e.g. new / malloc) 
Recover discipline: explicit release or garbage collection 
Heap Model
A sequence of mem locations (L) with their contents (V) 
Memory contents are value of basic type (e.g. ints) or 
references (pointers) to memory locations
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Separation Logic

50

Pure assertion (remember this from Dafny) 

An assertion that does not depend on the state (e.g., a boolean 
expression not referring to memory locations). 

Precise assertion 

An assertion that uniquely specifies some part of the memory heap 
(that has a unique footprint) 

Examples: 

• No pure assertion is precise 

•    is precise, for a unique value V 

•    is not precise — how many (sub)heaps satisfy 
this condition?

L 7! V
<latexit sha1_base64="MGvN8Xg3G3CVdmLfJq0xSPLR+38="></latexit><latexit sha1_base64="MGvN8Xg3G3CVdmLfJq0xSPLR+38="></latexit><latexit sha1_base64="MGvN8Xg3G3CVdmLfJq0xSPLR+38="></latexit><latexit sha1_base64="MGvN8Xg3G3CVdmLfJq0xSPLR+38="></latexit>

L 7! 3 ⇤ true
<latexit sha1_base64="0/Wbw3Wkq7OY15SJyYBqD5d6TEQ="></latexit><latexit sha1_base64="0/Wbw3Wkq7OY15SJyYBqD5d6TEQ="></latexit><latexit sha1_base64="0/Wbw3Wkq7OY15SJyYBqD5d6TEQ="></latexit><latexit sha1_base64="0/Wbw3Wkq7OY15SJyYBqD5d6TEQ="></latexit>

https://www.cs.cmu.edu/~jcr/mfps2005.ps

https://www.cs.cmu.edu/~jcr/mfps2005.ps
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Examples (SL / HL)

• Note that in this case             denotes an assignment of a 
value to the memory location denoted by   .

51

{x 7! 2} [x] := 4 {x 7! 4} holds in SL

{} [x] := 4 {x 7! 4} does not hold in SL

{} x := 4 {x = 4} holds in HL

{x 7! 2 ⇤ y 7! 3} [x] := y {x 7! 3 ⇤ y 7! 3} holds in SL

{x 7! V ⇤ x 7! U} never holds in SL

{x = V ^ x = U} may hold in HL

<latexit sha1_base64="wfx/4G9IOP7/8dlVt6UqUsIy8yc="></latexit>

[x] := v

<latexit sha1_base64="glI1ZN/LayYa7k6I1XGFlDWn0zM="></latexit>

x

<latexit sha1_base64="M6HbDWeVAqgCu0Ay+st0Ftpefx4="></latexit>
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Separation Logic

52

x

<latexit sha1_base64="M6HbDWeVAqgCu0Ay+st0Ftpefx4="></latexit>

y

<latexit sha1_base64="c9g7aLC1ZAq2aBrP/z8h4iV5swY="></latexit>

z

<latexit sha1_base64="mKHF+Ui0ROgCW0+h28upF+uemP4="></latexit>

0

<latexit sha1_base64="TZAwMG5AmuJZwh11c2DNl07fnFU="></latexit>

4

<latexit sha1_base64="/JeKx0gY53/SR1c6IuaA9Khhzt4="></latexit>

8

<latexit sha1_base64="ECVTYMY/ENtNb8Gs3JYLKZYBW8k="></latexit>

x

<latexit sha1_base64="M6HbDWeVAqgCu0Ay+st0Ftpefx4="></latexit>

y

<latexit sha1_base64="c9g7aLC1ZAq2aBrP/z8h4iV5swY="></latexit>

z

<latexit sha1_base64="mKHF+Ui0ROgCW0+h28upF+uemP4="></latexit>

{x 7! y ⇤ y 7! z ⇤ z 7! . . .}

<latexit sha1_base64="+4CESodgxalQpHdd5A6ZDCL32YM="></latexit>

{x 7! 0 ⇤ y 7! 4 ⇤ z 7! 8}

<latexit sha1_base64="rFi/3HOlr8GxT6BxtmsTlbPQP/E="></latexit>
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Rules of SL — Assignment Rule

53

• Recall the basic Hoare Logic Rule: 

• The assignment rule in separation logic is 

• Note the small footprint principle, the precondition refers 
exactly to the part of the memory used by the fragment 

{A[E/x]} x := E {A}
<latexit sha1_base64="v+oYx1ucS5H1T9d8EmiBFREELO4="></latexit><latexit sha1_base64="v+oYx1ucS5H1T9d8EmiBFREELO4="></latexit><latexit sha1_base64="v+oYx1ucS5H1T9d8EmiBFREELO4="></latexit><latexit sha1_base64="v+oYx1ucS5H1T9d8EmiBFREELO4="></latexit>

{x 7! V } x := E {x 7! E}
<latexit sha1_base64="MlFzuo9GBEmXwM6CG1TciJ+8fwU="></latexit><latexit sha1_base64="MlFzuo9GBEmXwM6CG1TciJ+8fwU="></latexit><latexit sha1_base64="MlFzuo9GBEmXwM6CG1TciJ+8fwU="></latexit><latexit sha1_base64="MlFzuo9GBEmXwM6CG1TciJ+8fwU="></latexit>
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Frame Rule (SL)
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• A key principle in SL is the Frame Rule  

• This frame rule allows us to preserve info about the “rest of 
the world”, and locally reason about the effects of a program 
that only manipulates a given piece of the state 

• The given piece footprint is specified by precondition A 

• There is no need to specify what is modified (it is clear from 
the pre-condition A) neither what is not modified (it is 
framed away, as C above).

{A} P {B}
{A ⇤ C} P {B ⇤ C}

<latexit sha1_base64="YQOCmM1rCvMlEHBOzWlavHvAlRA="></latexit><latexit sha1_base64="YQOCmM1rCvMlEHBOzWlavHvAlRA="></latexit><latexit sha1_base64="YQOCmM1rCvMlEHBOzWlavHvAlRA="></latexit><latexit sha1_base64="YQOCmM1rCvMlEHBOzWlavHvAlRA="></latexit>
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Lookup Rule (SL)
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•The memory lookup rule in SL is 

•Here y is a stack variable, not a heap location L 

{L 7! V } y := L {L 7! V ^ y = V }
<latexit sha1_base64="f40GR55E7TIj6a2KaFYhd4etTMI="></latexit><latexit sha1_base64="f40GR55E7TIj6a2KaFYhd4etTMI="></latexit><latexit sha1_base64="f40GR55E7TIj6a2KaFYhd4etTMI="></latexit><latexit sha1_base64="f40GR55E7TIj6a2KaFYhd4etTMI="></latexit>

{L 7! V } L := L+ 1 {L 7! V + 1}
<latexit sha1_base64="EFDVTUOZMvNQRnEAJ/BCECyEK8g="></latexit><latexit sha1_base64="EFDVTUOZMvNQRnEAJ/BCECyEK8g="></latexit><latexit sha1_base64="EFDVTUOZMvNQRnEAJ/BCECyEK8g="></latexit><latexit sha1_base64="EFDVTUOZMvNQRnEAJ/BCECyEK8g="></latexit>

{L 7! V } y := L

{L 7! V ^ y = V } L := y + 1

{L 7! y + 1 ^ y = V }
{L 7! V + 1}

<latexit sha1_base64="ihMTyrPWgI8S58/UT3T29+tk5wc="></latexit><latexit sha1_base64="ihMTyrPWgI8S58/UT3T29+tk5wc="></latexit><latexit sha1_base64="ihMTyrPWgI8S58/UT3T29+tk5wc="></latexit><latexit sha1_base64="ihMTyrPWgI8S58/UT3T29+tk5wc="></latexit>



Part IV 
Separation Logic in 

Verifast
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Verifast
Verifast 

57

VeriFast is a verifier for single-
threaded and multithreaded C and 
Java programs annotated with 
preconditions and postconditions 
written in separation logic.  
Jacobs, Smans, Piessens, 2010-14 

https://github.com/verifast/verifast
https://people.cs.kuleuven.be/~bart.jacobs/verifast/
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Account ADT (Java + Verifast)
public class Account { 

    int balance; 

/*@ 
predicate AccountInv(int b) = this.balance |-> b &*& b >= 0; 
@*/ 

    public Account() 
    //@ requires true; 
    //@ ensures AccountInv(0); 
    { 
      balance = 0; 
    } 

    ... 

} 
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Account ADT (Java + Verifast)
public class Account { 

    int balance; 

    ... 
    void deposit(int v) 
    //@ requires AccountInv(?b) &*& v >= 0; 
    //@ ensures AccountInv(b+v); 
    { 
      balance += v; 
    } 

    void withdraw(int v) 
    //@ requires AccountInv(?b) &*& b >= v; 
    //@ ensures AccountInv(b-v); 
    { 
      balance -= v; 
    } 
    ... 
} 
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Account ADT (Java + Verifast)
public class Account { 

  int balance; 

... 
  void deposit(int v) 
  //@ requires AccountInv(?b) &*& v>=0; 
  //@ ensures AccountInv(b+v); 
  { 
    //@ open AccountInv(_) 
    balance += v; 
    //@ close AccountInv(_) 
  } 
} 

• Verifast sometimes requires the programmer to explicitly open and close 
predicates, if assertions are not precise 

• Not needed here, since AccountInv(_) is precise
60
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Account ADT (Java + Verifast)
public class Account { 

  int balance; 

  ... 
  int getBalance()  
  //@ requires AccountInv(?b); 
  //@ ensures AccountInv(b) &*& result==b ;  
  { 
    return balance; 
  } 

  ... 

} 

61



Part V 
An Example
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Stack ADT (using a linked list)

63

•Separation logic allows us to precisely define the shape 
and memory layout (footprint) of arbitrary heap allocated 
data structures. 

•The framing principles allow us to easily express the 
functionality of heap manipulating operations using 
separation logic pre and post conditions 

•Let’s look to a simple example, a stack ADT implemented 
using a linked list. 

•Again, we will use Verifast to annotate Java code.
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Stack ADT (using a linked list)
/*@ 
    predicate Node(Node n; Node nxt, int v) = n.next |-> nxt &*& n.val |-> v; 
    predicate List(Node n;) = n == null ? emp : Node(n,?h,_) &*& List(h); 
@*/ 

public class Node { 
    Node next;  
    int val; 

    public Node() 
    //@ requires true; 
    //@ ensures Node(this,null,0); 
    { 
        next = null; 
        val = 0; 
    } 
… 
} 

64
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Stack ADT (using a linked list)

65

• The predicate Node(node n; node nxt, int v) represents a 
single node object in the heap. 

N.B. In Verifast, the “;” separates the input parameters, 
from i/o parameters, which may be queried using “?”. 

• The predicate List(node n;) represents the shape and 
layout of properly formed linked list in the heap. 

N.B. List(node n;) is recursively defined. A list is either 
empty (no memory) or contains an allocated head node 
linked to a possibly empty list. 

• N.B. Note that our definition forbids cycles in the list.
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Stack ADT (using a linked list)
/*@ 
    predicate Node(Node n;Node nxt,int v) = n.next |-> nxt &*& n.val |-> v; 
    predicate List(Node n;) = n == null ? emp : Node(n,?h,_) &*& List(h); 
@*/ 
public class Node { 
    Node next;  
    int val; 

    public void setnext(node n) 
    //@ requires Node(this,_,?v); 
    //@ ensures Node(this,n,v); 
    { 
        next = n; 
    } 
    public void setval(int v) 
    //@ requires Node(this,?n,_); 
    //@ ensures Node(this,n, v); 
    { 
        val = v; 
    } 
… 
} 
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Stack ADT (using a linked list)
/*@ 
    predicate Node(Node n;Node nxt,int v) = n.next |-> nxt &*& n.val |-> v; 
    predicate List(Node n;) = n == null ? emp : Node(n,?h,_) &*& List(h); 
@*/ 
public class Node { 
    Node next;  
    int val; 

    public node getnext() 
    //@ requires Node(this,?n,?v); 
    //@ ensures Node(this,n,v) &*& result == n; 
    { 
        return next; 
    } 
    public int getval() 
    //@ requires Node(this,?n,?v); 
    //@ ensures Node(this,n,v) &*& result == v;; 
    { 
        return val; 
    } 
} 
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Stack ADT (using a linked list)
/*@ 
    predicate StackInv(Stack s;) = s.head |-> ?h &*& List(h); 
@*/ 

public class Stack { 

    Node head; 

    public Stack() 
    //@ requires true; 
    //@ ensures StackInv(this); 
    { 
        head = null; 
    } 

… 

} 
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Stack ADT (using a linked list)
/*@ 
    predicate StackInv(Stack s;) = s.head |-> ?h &*& List(h); 
@*/ 

public class Stack { 

    Node head; 

    public void push(int v) 
    //@ requires StackInv(this); 
    //@ ensures StackInv(this); 
    { 
      node n = new Node(); 
      n.setval(v); 
      n.setnext(head); 
      head = n; 
    } 
… 

}
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Stack ADT (using a linked list)
/*@ 
    predicate StackInv(Stack s;) = s.head |-> ?h &*& List(h); 
@*/ 

public class Stack { 

    Node head; 

    public void push_buggy(int v) 
    //@ requires StackInv(this); 
    //@ ensures StackInv(this); 
    { 
      node n = new Node(); 
      n.setval(v); 
      n.setnext(n); 
      head = n; 
    } 
… 

}

70

This code will not check in Verifast. Why?
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Stack ADT (using a linked list)
/*@ 
    predicate StackInv(Stack s;) = s.head |-> ?h &*& List(h); 

@*/ 

public class Stack { 

    Node head; 

    public int pop() 
    //@ requires StackInv(this); 
    //@ ensures StackInv(this); 
    { 
      if(head!=null) { 
        int v = head.getval(); 
        head = head.getnext(); 
        return v; 
      } 
      return -1; // ??? how to deal with partiality ? 
    } 
}
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Stack ADT (using a linked list)
/*@ 
    predicate StackInv(Stack s;) = s.head |-> ?h &*& List(h); 
@*/ 

class StackEmptyE extends Exception {} 

public class Stack { 

    Node head; 

    public int pop_maybe() 
      throws StackEmptyE //@ ensures StackInv(this); 
    //@ requires StackInv(this); 
    //@ ensures StackInv(this); 
    { 
      if(head!=null) { 
        int v = head.getval(); 
        head = head.getnext(); 
        return v; 
     } else throw new StackEmptyE(); 
    } 
}
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Exceptions in method contracts

73

• Java method contracts need to deal with exceptional 
behaviour, so Verifast allows postconditions to be 
specified at every exception thrown 

• In the previous example, the pop_maybe method is partial 
and throws StackEmptyE if the stack is empty. 

• Instead of making a method partial, we may try to define 
an appropriate precondition. 

• To make pop total we may add a special pre-condition 
expressing the typestate “non-empty-stack”. 

• This will require client code to be able to dynamically 
check the ADT state (e.g. via an isEmpty method).
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Stack ADT (using a linked list)
/*@ 
    predicate StackInv(Stack s;) = s.head |-> ?h &*& List(h); 
    predicate NonEmptyStack(Stack s;) = s.head |-> ?h &*& h != null &*& List(h); 
@*/ 

public class Stack { 

    Node head; 

    public int pop() 
    //@ requires NonEmptyStack(this); 
    //@ ensures StackInv(this); 
    { 
     int v = head.getval(); 
     head = head.getnext(); 
     return v; 
    } 
… 
}
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Stack ADT (using a linked list)
/*@ 
    predicate StackInv(Stack s;) = s.head |-> ?h &*& List(h); 
    predicate NonEmptyStack(Stack s;) = s.head |-> ?h &*& h != null &*& List(h); 
@*/ 

public class Stack { 

    Node head; 

    public boolean isEmpty() 
    //@ requires StackInv(this); 
    //@ ensures (result?StackInv(this):NonEmptyStack(this)); 
    { 
      return head == null; 
    } 
    … 
} 
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Stack ADT (using a linked list)
/*@ 
    predicate StackInv(Stack s;) = s.head |-> ?h &*& List(h); 
    predicate NonEmptyStack(Stack s;) = s.head |-> ?h &*& h != null &*& List(h); 
@*/ 

public class Stack { 

    Node head; 

    public void push(int v) 
    //@ requires StackInv(this); 
    //@ ensures NonEmptyStack(this); 
    { 
      node n = new node(); 
      n.setval(v); 
      n.setnext(head); 
      head = n; 
    } 
    … 
}
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Abstract States and Substates
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• In general, it is very useful to introduce abstract substates 
representing particular cases of the general representation 
invariant of an ADT. 

• All abstract substates logically imply the most general 
representation invariant, for instance, in our examples, for 
every Stack s, the following implication is valid: 

                 NonEmptyStack(s)  StackInv(s) 

• Often these implications are not automatically derived by 
Verifast, but the programmer may give an hint, using open 
and close annotations (next slide).

⇒
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Stack ADT (using a linked list)
/*@ 
    predicate StackInv(Stack s;) = s.head |-> ?h &*& List(h); 
    predicate NonEmptyStack(Stack s;) = s.head |-> ?h &*& h != null &*& List(h); 
@*/ 

    static void main() 
    //@ requires true; 
    //@ ensures true; 
    { 
           stack s = new Stack(); 
           s.push(1); 
           if (! s.isEmpty()) { 
              s.pop();  
           } 
           s.push(2); 
           //@ open NonEmptyStack(s); 
           s.push(3); 
           s.pop(); 
    }
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