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Session Types (ST)

OAuth2: client ¢ sending (1) password (pwd) or (2) cancel
requests to authorisation service a

1. service a waits for pwd from the client ¢ and restarts
2. service a waits for cancel from the client ¢ and ends

Session type of client c:

T. def uX.(alpwd(str).X + alcancel(unit).end)

uX. T is recursive type, T1 + T» is choice between T; and T>

p!/(S).T and p?/(S).T indicate send to/receive from
participant p on label / the payload S and continue as T



Equi-recursive ST

e ST follow an equi-recursive approach

® Session type of service a:

T. def uX.(c?pwd(str).X + c?cancel(unit).end)

bc::iy

e Type unfolding is the instantiation of X in the body with T,:

def .
T: = c?pwd(str). T, + c?cancel(unit).end
® Equi-recursion establishes

Ta=Tr=T=..



Mechanisation of ST

® Requires: mechanised co-induction for equi-recursion
® Drawback: utterly complex

® Drawback: code hardly extractable to non-lazy languages



This talk: Iso-Recursive ST

® Drawbacks of equi-recursive ST
® Require mechanised co-induction for equi-recursion
® Code hardly extractable to non-lazy languages
® Solution provided by iso-recursive ST
® Type system uses type congruence to establish session duality
® Mechanisation relies on inductive types

® Code can be extracted and ran (e.g. in OCaml, cf.
Wednesday's talk @ESOP: Concurrency 1)



|so-recursive ST

® |n our setting, ST follow an iso-recursive approach

T. € uX.R,

def
R, =

c?pwd(str).X + c?cancel(unit).end
e Type unfolding is the instantiation of X in R, with T,
T def Ra{ Ta/ X} =c?pwd(str). To+

c?cancel(unit).end

e T isomorphic and not equal to T,: T} # T,

T2 = Ra{T2/X} = Ra{(Ra{ Ta/X})/X} - -



Typing recursive threads
® Folded session process of the service: a <1 P,

P, def ux-Qa  Qa def c?pwd(y).Check(x) + c?cancel(z)

Check(R) = ify = miauthen print@Qsuccess.R else print@Qfail.R

e Unfolded session process of the service: a <1 P

P % Q.{P./x} = c?pwd(y).Check(P,) + clcancel(z)
® Folded (unfolded) sessions have folded (unfolded) types

Q) F Pa: MX(c7de(str)X + C?Cance|(unit).end) d:ef Ta
0+ PZ: c?pwd(str). Ty + c?cancel(unit).end def T

0¥ P.:T:  OFP:T,

a



Typing threads composition

Consider a deployment of the OAuth2 protocol composed by

1. Folded client ¢ <1 P. having folded type T.
2. Unfolded authoriser a < P} having unfolded type T}

Composition typed iff types are dual w.r.t. congruence
Top level rule for session composition

MN=P.: T. M= P T c=a T.=T;
FNMrc< P ||a< Pl L

Intuition for congruence hypothesis:
1. Programmer provides a proof that the composition is sound
2. Similar to bisimilarity: supply Z s.t. T.# T} and # C=
3. Subject reduction (SR) preserved



Type congruence

e A relation Z is a type equivalence iff it relates types with their
foldings/unfoldings
® E.g. selected cases for T1 Z T»:
4 Tl = [LXUl and T2 = ‘LLXU2 |mp|y
U1%U2 and U1{/LXU1/X}% T2 and T]_.%UZ{‘LLXUQ/X}
e Ty =p?(S).Uy + Ry and T, = p?I(S).Us + Ry imply
Ule@ U2 and Rle@Rg
Ulﬂ U2 and RlﬁRz
o Ty =p?(S).Us and Tp = p?I(S).Us imply Us Z Us
° T, = p'/(S)Ul and T, = pll(S)Uz imply Uy Z U,
® Type congruence is the union of all symmetric type
equivalences
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Type congruence In Coq

Notation X $§ T := (substT T X (typ_mu X T)) (at level 40).

Definition equiv R :=V t1t2, R tl t2 —

match t1, t2 with

| typ_mu X1 U1, typ_mu X2 U2 = RULU2AR (X1 $ U1) t2 AR t1 (X2 § U2)

| typomu XU, _ = R(X$U) t2 | _, typmu XU = Rtl1 (X$ U)

| typ_var X1, typ_var X2 = True | typ_end, typ_end = True

| typ_sum (typ_input pl 11 sl ul) rl, typ_sum (typ_input p2 12 s2 u2) r2 =
pl =p2 A1l =12 Asl =s2 AR ul u2 AR rl r2

| typ_sum (typ_output pl 11 sl ul) ril,typ_sum (typ_output p2 12 s2 u2) r2=
pl =p2 A1l =12 Asl =s2 AR ul u2 AR rl r2

| typ_input pl 11 sl ul, typ_input p2 12 s2 u2 =

pl =p2 A11 =12 A sl =s2 AR ul u2

| typ_output pl 11 sl1 ul, typ_output p2 12 s2 u2 =

pl =p2 A11 =12 Asl =s2 AR ul u2

\ _, _ = False

end.

Definition struct_equiv R := equiv R A symmetric typ R.
Definition typ_scongr := union_st typ typ struct_equiv.
Notation "T1 == T2" := (typ_scongr T1 T2) (at level 40).

Check equiv_scongr. equiv_scongr : equiv typ_scongr



Example: congruent types

® Take a participant q and labels /1,

® Letiand b be short for int and bool, respectively.

® Prove that 77 =
T1

U1

T2

U>

1>

EF X (q?h(b)-q'h()-X + Us)

(
& 2h(i).g'h(i).alb().uY.qlh(). Y
(
(

= q?h(b)-alh(i)-To + Uz

©F 2b().nY.q'h().Y

Check exist_struct_equiv.

exist_struct_equiv : V (R : typ — typ — Prop) (t1 t2: typ),
struct_equiv R — R tl1 t2 — t1 == t2

Ltac prove_scongr R :=match goal with | F W1 == W2 =
eapply (exist_struct_equiv R); eauto end.



Example: congruent types (continue)

® Prove that T; = T, by using the tactic prove_scongr

1. Define relation #Z C . x

(XSUZ% Vs Vi = uX.U
Ul:@U2 V1:,U,X.U1,V2:/J,X.U2
U ZRUs NRVZR, Vi =p?(S).Uy + Ry,

Vo = p?I(S).Us + Ry

(* selection not needed *)

ViZ V=

USAZ

2. Let . be symmetric closure of % and show:

2.1 & is a symmetric equivalence
22 v ST,



Example: untyped session

e Composition of client and service cannot be typed

P. def wy-(alpwd(fido).x + alcancel())

P &f c?pwd(y).px.c?pwd(z).x + c?cancel(w)
c<dP. || a<aP¥ = c<P. | a<pux.c?pwd(z).x
O-pP: T, & pX.(alpwd(s).X + alcancel(u).end)

O PF: TH def c?pwd(s).pux.c?pwd(s).x + c?cancel(u)

e Claim: T, = T — False



Example: untyped session (continue)
T. = T = False.

Outline of the Coq proof (T def c?pwd(s). Ty + c?cancel(u).end

)
(unfold) T.=TZ - T =TF (1)
(sum-1) (1) — c?pwd(s). T, = c?pwd(s).pex.c?pwd(s).x (2)
(input) (2) = Ta = px.c?pwd(s).x (3)
( (4)
)

unfold) (3) — T, = c?pwd(s).x.c?pwd(s).x 4
(unfold) (4) — T} = c?pwd(s).px.c?pwd(s).x (5
® We apply symmetry and Lemma below to (5) and obtain False

Check scongr_symmetric.

scongr_symmetric : symmetric typ typ_scongr

Check scongr_input_sum_false.

scongr_input_sum_false : V (p : participant) (1 : label) (s : styp)
(t t1 t2 : typ),

(p?1s. t) ==typ_sumtlt2 — False



Towards SR: properties of type congruence (1)

Closure under type duality

e If Ty =Trthen T{ =T>»
Proof: let Z be equivalence s.t. Ti Z T> and #Z C=
We apply the tactic prove_scongr to

7 AN T T %T>

We prove that
1. 7 is a symmetric equivalence
2. H ST,

Check scongr_dual.
scongr_dual : V T1 T2 : typ, Tl == T2 — typ_dual T1 == typ_dual T2



Towards SR: properties of type congruence (2)

(e
Closure under type transitions: T — T
e Action duality:

p?I(v) 2 pll{v) p!l{v) 2 p?I(v)

o let Ti=Trand a1 Zas and Ty —> U; and T5 —> Us.
We have that U; = U,

® Proof: by induction on Ty i> U; and T» & Us

Check 1lts_scongr_dual.

lts_scongr_dual : V (T1 T2 : typ) (a : proc_action) (Ul U2 : typ)

(b : proc_action),

wf T1 — wf T2 — T1 == typ_dual T2 — typ_lts T1 a Ul — typ_lts T2b U2 —
action_dual a b — Ul == typ_dual U2



Towards SR: process substitution

Closure of typing under process substitution

® |et
L.MNx: TEP: U
2.THQ:T

We have that ' = P{Q/x}: U
® Proof: by induction on P

Check types_substP.

types_substP : V (P Q : process) (T U : typ) (G : typ_env) (K : proc_env)
(X : proc_var),

= In X (bvP P) — closedPQ — KX =Some T — types GKPU —

types G (removeE X K) Q T — types G (removeE X K) (substP P Q X) U



Subject Reduction

® Let .# be a closed session and assume
1. Tl #: T and

2. M
® We have

3Tl T or

4. TS T andT-at: T'.
® Proof: by induction on (2) using

® type preservation under value and process substitution
® closure of type congruence under duality and type transitions



Discussion: iso-recursive sessions and PL

e This work started by studying iso-recursive theories for
(multiparty) session types
® Two axes

1. (Binary) Session Types and their mechanisation in theorem

provers using Inductive constructs
2. Generalised Multiparty Session Types (GMPST) and their
automated verification [Gy2sa,Gy2sb] in deductive verification

tools [PR21,FP13]

® (2) showcases how to deploy a certified type checker for
GMPST in OCaml with GOSPEL [cFLp19] annotations



Thanks!
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