M aking Ambients M ore Robust

Xudong Guan, Yiling Yang, Jinyuan You
Dept. of Computer Sci. & Eng., Shanghai Jiaotong Univ., China, 200030
{ guan-xd, yang-yl, you-jy} @cs.gjtu.edu.cn

Abstract

Mobile Safe Ambients (SA) was proposed in order to
remove the grave interference in the Mobile Ambient
calculus. But the coactions introduced in SA aso
bring some security breaches. In this paper, a similar
calculus called Robust Ambients (ROAM) was
proposed as a more rational substitute for SA.
Through specifying the parameters of the coactions,
the ambients in ROAM are more robust against
malicious tampering. The encoding of polyadic
asynchronous Ttecalculus in ROAM shows that
ROAM does not loss the strong expressiveness of its
ancestors. The type system for ROAM proposed here
also shows that the new calculus has some very good
properties.

1. Introduction

The Mobile Ambient calculus (MA) [1] is proposed as
a good way of expressing both communication and
location concepts in a simple form. However, as Levi
and Sangiorgi have pointed out in [4], there exists a
kind of dangerous interference in the original ambient
calculus. In their paper, a new calculus call Mobile
Safe Ambients (SA) with its type system was
presented in order to diminate this kind of
interference. But the coactions introduced in SA are
very vulnerable to tampering in that they could be
easily consumed by some malicious third parties. For
example:
n[in m.open n.P] | m[ inm.open n.Q] | h[inm] (1)
m[ out m.in n.P | nfout m.inn.Q] | hfout m]]  (2)

In (1), n is going to enter m and be opened there,
while mis also willing to accept n and openit. But m's
sibling ambient h can easily destroy this protocol by
maliciously using up the “inm" capability to forbid
the legal ambient n to enter. In (2) the same kind of
tampering will happen. These are al because that
there is no restriction on who should participate in the
reduction and consume the coaction.

This paper alters the syntax of SA to explicitly
name the ambient who could participate in the
reduction. And yield a more robust ambient calculus
with no grave interference — the Robust Ambient
(ROAM). Expressiveness is also an important factor
in evaluating a calculus. SA has strong expressiveness
in that it could code MA by saturating every ambient
in SA with unlimited availability of coactions. Later
we will demonstrate by encoding the polyadic
asynchronous Tecalcul us that restricting the parameter
of the coactions will not reduce the expressive power
of ROAM.

The rest of the paper is organized as follows:
Section 2 gives an informal analysis of the outcome of
the syntax of ROAM. Section 3 presents the syntax
and reduction rules of ROAM. Section 4 gives a type
system for ROAM. After giving the encoding of the
firewall-crossing example and the polyadic
asynchronous Tecalculus in ROAM, the paper
concludes and gives the future work.

2. Informal analysis

Coactions are the key to prevent the grave interference
in MA. But the parameter of each coaction should be
set properly. In SA, the parameter of each coaction is
simply set to be the surrounding ambient name. This
guarantees that MA will be easily encoded in SA by
saturating every ambient n with unlimited number of
coactions (!in N[l out n |' openn). But, as we show in
section 1, that this is the cause of the third party
tampering. To gain more robustness, the parameter of
each coaction should be further considered.
i).in: If there are more that one external ambients
waiting to enter, there should be something
designating the one allowed. So we should utilize
the parameter of in: in n means that only the
external ambient named n could enter.

ii). out : Comparatively, we should designate which
ambient to go out when there are more that one

ambients competing for one out capability. So



out n means that only the child ambient named n
could leave.

iii). open : On the contrary, the parent ambient is the

only one to use the open capability, so thereis no
need the place an parameter after it.
In addition, for the normal capability out, the only
place to go is to exit the parent ambient, so the
parameter behind it is also superfluous and could be
omitted.

With the above analysis, we could reconstruct the
above example (1) and (2) in the new calculus as
follows:

nfin m open .P] | m{ in n.open n.Q] | h[in m €)

m[ out n.in n.P | nfout.in m.Q] | h[out]] (4
In this condition, the ambient h could not maliciously
consume the coactions inn and out n any more.

With the above informal analysis, we now
formalize ROAM in the next section.

3. The ROAM calculus

3.1. Syntax

Let N be a set of names ranged over by n. ROAM
defines the processes set Proc ranged over by P and
capabilities set Cap ranged over by M as follows:

P = 0] (Vn:VV)Pl P | Ql 1P| M[P]| M.P
[ (neWA, ..., neWD).Pl (My, ..., M
M::= gl nl in M| inM]| out]l out M

| open M| open| M.M’

To avoid too many parentheses, we define “[” to have
the least precedence. As conventional, in process
(vm:W)P and (n: W, ..., neW).Q, we say that the name
n is occurred bounded in P and names ny, ..., and ng
are occurred bounded in Q. Otherwise, any occurrence
of the name is free. Function fn (P) is used to return a
set containing all the free names occurred in process
P. Also, the well known a-convention is used
implicitly as need to avoid name capturing.

3.2. Substitution

We define substitution P{M/n}, M’'{M/n} over
processes and capabilities respectively as follows:

(Sub-Eps) e{M’'/n} =¢

(Sub-n) n{M'/n} =n’, n#n
n{M’'/n}f =M, n =n

(Sub-in)  (inM)Y{M’/n} =in (M{M'/n})

(Sub-in)  (inM{M'/n} = in (M{M'/n})

(Sub-out) out {M’/n} =out

(Sub-out) (out M){M’/n} = out (M{M'/n})
(Sub-open) (open M){M’/n} = open (M{M’/n})
(Sub-open) open {M’/n} = open

(Sub-Path)  (M.Mo){M’/n} =(M{ M’ /n}).(MA M’ /ni})

(Sub-Inact) O{M’/n} =0
(Sub-Res) (v :W)P){M’/n} = (vn":W)(P{M’/n})
, N #£nandn Ofn(M’)
(v W)P){M’/n} = (vn":W)P ,nN=n
(Sub-Per)  (PIQ){M’/n} = (P{M"/n})|(Q{M"/n})
(Sub-Rep) (IP{M’/n} =1(P{M’'/n})
(Sub-Amb) (M[PD{M’/n} = (M{M’/n})[P{M’/n}]
(Sub-Act) (M.P){M’In} =(M{M’/n}).(P{M’/n})
(Sub-Abs)  ((ng: W, N W).P){M’/n}
= (W, ..., neWY).(P{M’/n})
,nO{ny ...,ng and n’ Ofn(M")
N W) .P){M’/n}
,nO{ng ..., n¢

((ng: W,

= (N W, ..., ngWY).P
(Sub-Msg) ({My, ..., MY}{M’/n}

=(MA{M'/n}, ..., M{M’/n})

For the purpose of simplification, in the rest of the
paper, we use P{Min;, ..., MJn} to denote
(-..(P{M4/n}) .. {Mi/n} and M’{M4/ny, ..., Mi/n}
to denote (...(M'{Mi/nz}) .. A Mi/n}.

3.3. Sructural Congruence

To denote structural congruence, the relation “="over
set Proc is defined as follows:

(Struct Ref) P=P

(Struct Symm) P=Q=0Q=P

(Struct Trans) P=Q,Q=R=P=R

(Struct Res) P=Q= (vmW)P = (vn:WQ

(Struct Par) P=Q=P|R=Q|R

(Struct Rep) P=Q=IP=1Q

(Struct Amb) P=Q = M[P] =M[Q]

(Struct Act) P=Q=MP=M.Q

(Struct Abs) P = Q = (n:W, N W).P

=(ng:W,, ..., nk:Wg.b
(Struct Par Comm) P|Q=Q|P
(Struct Par Assoc) (P| Q) [R=P[(QIR)
(Struct Rep) IP=P|IP
(Struct ResRes) (v W) (vm V)P = (vm V) (vn: WP

L if nEm

(Struct ResPar)  (vniW) (P| Q) =P | (vn:W)Q

,ifndfn (P)
(Struct ResAmb) (v W)M[P] = m[(vn:W)P] , if nZm
(Struct ZeroPar) P|0=P
(Struct ZeroRes)  (vn:W)0=0
(Struct ZeroRep) 10=0
(Struct Eps) eP=P
(Struct Path) (MM).P=MM'.P

3.4. Reduction



ROAM has the following reduction rules.

(Rin)  n[inmPyP;] | m{in n.Q}Qz] ~ n[Py[P2 MQ:IQ]]
(R-out) nf out mPy|P; m{out.Qi|Qz]] ~ n[PyP;] | MQuIQ.]
(R-open) openn.P|n[open.Q;| Q] —» P|Q:| Q.

(R-Msg) (Mg, ..., My | (ngW, N WY).P
- P{Mi/ny, ..., Ming}
P_FP
(R-Res) (n:W)P — (vn:W)P'
PP
RPa) — —
RPY Flo-Pie
(R-Amb) _P-F
nP] - n[P]
_, P=PP_PP=pP
(R-=) P p"

The major changes to the reduction rules is that the
reductions are controlled more strictly by both parties
involved. The action grantor is able to specify which
ambient is allowed to perform the action granted.

4. Typesfor ROAM

Our type system is benefited directly from [4], in
which the notion of mobility and single-threadness for
processes were introduced. In our type system, each
capability and process has two attributes: the mobility
and the number of threads. They are dencted by a and
B respectively in the type expression. The ambient and
capability types for capabilities and the message
exchanged type for processes are just the same as
what were introduced in the original type system for
ambient calculus[2, 3].

4.1. Type Grammar

First we define set Alpha to be {Q, 1} and let a to
range over it; we define set Beta to be {0, 1, 1", n}
and let 3 to range over it. Then the type grammar of
ROAM is defined as follows:

W =Vapf ,typefor capabilities
VvV = two kinds of capabilities:

Amb[§ , 1. Ambient, eg. ninn[P]

Cap[9 , 2. Capahility, e.g. openn, inn, ec.
T ==Sap ,typefor processes

S = two kinds of message exchanges:
Wix...xW , 1. exchangestuple (W, ..., VW)
Shh , 2. exchanges nothing (when k = 0)
a = two kinds of mohility attribute
1 , 1. mobile (contains: in or out)
Q , 2. immobile (otherwise)
g = number of threads
n , 1. grester than 1

1 , 2. equas 1, but end with open n

1 , 3. equals 1, not end with open n
0 ,4.equasO

We define four operators on Alpha and Beta in the
following tables:

i). binary operator O ii). binary operator o

o Uay: a; Bio B 5
Ot Q o |n1 1 0
Tl n|n nnn

“ogl o " |n n n 17

A1 ln1r 11
0 n 1" 1 0

iii). binary operator O iv). unitary operator t

A0 B B
Oln 1" 1 0 Bl B
n n n n n n n
*I'n n n 1 1* 1*
B1ln n n 1 1|1
oOln 1 1 0 0| 1

Also we define some relations :

i). We definerelation “<” on set Alphatobe{ Q<1 }
and “<” the reflective and transitive closure of
“<”. Obviously, we have the following properties
of “<”:

Property 3-1(Symmetry): a;Oa>= a,0m

Property 3-2(Associativeness): (ap Oaz) Oas =
a D(O’z |:|0'3)

Property 3-3: oy 0an= o

Property 3-4: oy U= a3 > an< azax< a3

Property 3-5: ou< o= anUas< ax U as

ii). We define relation “<” on set Betato be {0 < 1,
1<1%, 17 <n} and “<” the union of the reflective
and transitive closure of “<” and {1°<1}. We also
have some properties of “<” aswell:

Property 3-6(Associativeness): (Biof%)efs =

Bro (Bzo fo)

Property 3-7: Bio == i< OGS 5

Property 3-8: Bi< 5= Bio B o &

Property 3-9(Symmetry): £06= 06

Property 3-10(Associativeness): (£043) OB =

BB 0 5)

Property 3-11: /04 = A40(8.05)

Property 3-12: /i 06= 5= /i< 0GRS B

Property 3-13: Si< = £i04< £006:

Property 3-14: BLOB<B' - B

4.2. Typing Rules

We adopt the same notion of judgement as [2, 3] in



our type system. T ¢ means I is a good
environment, I F M:W means that capability M is a
good expresson of message type W under
environment I, and I  P:T means P is a good
process of type T under I'. The typing rules for
ROAM are listed as follows: (Syy means any type of
message exchange)

(Env Empty) ok o
Ik 0, nOdom(I")
(Env n) rn:wk o
rMn:w,r'gFo
(Capn) ronW, M Eniw
rko
(Cap Eps) [ b £:Cap[S,,]Q0
_ 'k M: AT S ]ag
(Capin) rFinM:Cap[S,,]11
(Cap in) o oty
r F in M:Cap[S,,]Q1
rkFo
(Cap out) I+ out:Cap(S,,]11
(Cap out) ey
I F out M:Cap[S,,]Q1
rF M:AMbS]aB
C
(Cap open) [ b open M :Cap[S ]aB’
(Cap open) =

I I open:Cap[S,,]QL
Ik M;:Cap[Sla.B, T F M, :Cap[S]a,B,

Cap Path
(Cap ) rF MM, :CapS|(a; 0a,)(B°B,)
rro

(Proc Inact rk 0:S,,Q0

(Proc Res) r.n: Amb[S]a, Bl P:Sa,B,
rF (vn: Amb[S]a, 3)P:S,a,p,

(Proc Par) FFP:SaB, I Q:Sa,p
rFPIQ:S(a;0ay)(B.0B,)

r+ P:Sap
(Proc Rep) r+1'P:Sa (BOR)
(Proc Amb)

r'EM:AM[S]oB, T F P:Sa,B, a,<a,0B,<
rF M[P]:S,, Q0

any

r'k M:Cap[SlaB, T F P:Sa,p,
T MP:S(a,0a,)(B,°f)

(Proc Act)

oW, o W b PIW x--xW af
ME (W, e W) PIW, - x W a8

(Proc Abs)

TE MW, T F M, W,

Proc M
( < FE My, MW %0 x W, Q0

The correctness of our type system is proved by the
following proposition.
Proposition 3-15: If ' F P: S, P-Q, then
r I_ Q: S_La'zﬂz and O’zSO’]_DﬁzSﬂl.
The proof is in Appendix A. The result “a,<aq O
L=< " show that the reduction will only cause the
mobility tag and the threads count tag to decrease.
This means that, in the reduction process, an immobile
process will never become mobile, and the threads
number in a process will never increase.

5. Examples

In this section we will show that by imposing
parameter restriction, ROAM still has the strong
expressiveness asits ancestors MA and SA.

5.1. Firewall-crossing

The firewall-crossing example demonstrates the
ability of ambients to move between administrative
domains.

Agent ::= K [in k.open k.(xW).in x. open [k’ [ open |Q]]
Firewall = (w)wikfout.in

|ﬁ k.ink .open k' .open Kk’ .P]

Given any type for the unknown process Pand Q :

P SapyBandl FQ Saq5,
We could type ambientsw, k, k', K" as:

rEw: Am[S]tn

I Fk: Amb[r (w)]11

rFk:Arb[F(w]tn

K Amb[S]aqs,
Aslong ask, k', k” are kept secret, the agent will be
authenticated and continue as Q in the firewall. That
is

(vkk K")(Agent|Firewall) = (W)W PIQI)
The congruence relation “=" is not introduced in this
paper. But the reader could take it as the normal
contextual congruence. It means that the two process
will  behave the same wunder al contextual
environment. The robustness of ROAM s
demonstrated again that there is no needed to forbid
some special kind of capabilities to be used in the
contextual environment asthat isin SA.

K . open .(w)]

5.2. Encoding the polyadic asynchronous 1t



calculus

The encoding of the polyadic asynchronous Tecalculus
is an important test of the expressiveness. In the
polyadic asynchronous tt-calculus, a channed n of type
Ch[W,, ..., W] carries n-tuples of channels, whose i-
th component has type W,. The type judgements are of
the foom I | P, where I is the type environment and
P is a teprocess. The encoding in ROAM is shown
below.

[FTEP =M F[P:Shhtn

[@neWp . g W i= @ ng: W) ., nie [V

[Ch[W, ..., W] ::= Amb[[Wa]x...x[W]]  n

[(V:Ch[Wy, ..., W)P] = (vm: [Ch[Wi, ..., W]

(n[!(inn.openn)] | [P])

NNz W4, ..., ngWY).P] ::= (vp: Amb[Shh] 1 n)(openp |

nfin n.open.(ny: [Wil, ..., n¢ [W]).(p[out. open. [P]
|out p)])

[n{ny, ..., nY]::=n[in n.op_en.<n1, |

[P1Q] =[P Q]

['P] ::=[P]

[0]::=0
In the encoding, a channd n is represented as an
ambient n, which continuously allows the
communi cation-carrying ambients to enter and opens
them. Communications along channe n become
message exchanges within ambient n. The input and
output actions are encoded as ambients that jump into
n and be opened there. After that, the message
exchange happens and the receiver jumps out n and
continues.

In this version of encoding, only one ambient name
is used for every channd. In the mean time, two
ambients with the same name act as the input-carrying
ambient and the output-carrying ambient respectively.
We could also use two different names for them. But
as long as no confusing is raised, it is simpler and
clearer to use just one ambient name for every
channel.

6. Conclusion and Future Works

In this paper, a more robust version of the ambient
calculus — ROAM is proposed as a more rational
substitute for SA to control the grave interference in
MA. A new type system with the mobility tag and the
threads count tag are presented and its correctness
proved. The encoding of the firewall-crossing
example and the polyadic asynchronous Tecalculus
show that ROAM aso inherits the strong
expressiveness of its ancestors.

Although ROAM has some ideal properties than its
ancestors, the study of ROAM in this paper is just a

preliminary step. There are till many problems to be
solved, among which are the reduction properties of
the single-threaded process, the type notion for the
degrading of both the mobility and threads count, etc.
We will continue to explore them with great
enthusiasm.
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Appendix A. The Proof of Proposition 3-15

The proofs for the follow Lemma A-1 to Lemma A-10 are
omitted due to limited paper length.

Lemma A-L If T F M.P:SianfB., thenT F P:SianB 0 ar <oy
0820

Lemma A-2 If T F PSaB, T F PaSaB, T F PYQ
:SiasBs, and T PyQ @ S,au8: with a, <ay and B <6, , then
as<azand B,<0;.

Corollary A-3: If T F M.P|Q: S, 83, , then T F P|Q:S,a,53, O
a, <y Dﬁz Sﬁl .

Let I | J denote any judgement.
LemmaA-4: If [, W, | Jthenn Odom(’, ).

LemmaA-5 If T FnWand I Fn:W, then W=W.
Lemma A-6 (Implied Judgement): If ", | JthenT" | 0.

Lemma A-7 (Exchange): If I, mW, mW’, " | Jthen I,



mwW’, nwW, I FJ.

Lemma A-8 (Weakening): If ", I F Jand n O dom("", ")
then”, nW, ™ }J.

Lemma A-9 (Strengthening): If ", n:W, I | Jand n O fn(J)
then, I FJ.

Lemma A-10 (Substituition): If " - M’ :W and ", n:W,
' FJthen ™, I F JM/n}.

Lemma A-11 (Subject Congruence):

QITr FPSoBandP=Q, thenT | Q:SaB:.

QT FP.SaB andQ=P, thenT | Q:SaB:.

Proof: By mutua induction on the derivation of P=Q and Q=P.
T FPSoBandP=Q, thenT | Q:SaB:.

(Struct Ref) Triva

(Struct Symm) Then Q = P, By induction hypothesis (2), we
havel F QSaf:.

(Struct Trans) Then P = R, R= Q for some R. By induction
hypothesis (1), I F R:Sia5, . Again by induction hypothesis
(1), T FQSmpB..

(Struct Res) Then P=(vn:W)P' and Q=(Wn:W)Q', withP'=Q'.
Assume I' F (vi:W)P' :Sia 5. This must have been derived
from (Proc Res), with I, mWF P :SaB. By induction
hypothesis (1), I, "WF Q :SiafB. By (Proc Res), T |
(vnWQ' :S a1 5.

(Struct Par) Then P=P'|Rand Q=Q'|R, with P’= Q. Assume
I F PR :SaB. This must have been derived from (Proc
Par), with T F P:SiaB, T F RSB and a=a.0a; O
S=B:04. By induction hypothesis (1), I F Q :Sa.5. By
(Proc Par), T + Q' |R: S

(Struct Rep) Then P=!P" and Q=!Q’, with P’= Q. Assume
I F P :Sia1 6. Thismust have been derived from (Proc Rep),
withT™ F P: S and £i=3,05. By induction hypothesis (1),
I +Q :SaB. By (ProcRep), I F1Q : Sy B

(Struct Amb) Then P=M[P'] and Q=M[Q'], with P'= Q.
Assume I F M[P']:SiaB.. This must have been derived from
(Proc Amb), with ™ F M: Amb[S)] a5, T F P 1S58, a<a, 0
Bs< B and n=Q O £,=0. By induction hypothesis (1), I F Q'
:SasBs. By (Proc Amb), I FM[Q'] :Syan ..

(Struct Act) Then P=M.P* and Q=M.Q’, with P’= Q. Assume
r'F MP:SapB. This must have been derived from (Proc
Act), with T FM:Cap[S] a8, T F P :Siasf; and an=a,0 a0
Si=f0 B By induction hypothesis (1), I F Q :Sa36:. By
(ProcAct), T F M.Q : S\

(Struct Abs) Then P=(ni:W, ..., néW).P" and Q=(np:W,, ...,
NcWY).Q', with P'= Q. Assume I F (ng W, ..., ngW).P':
S a15. This must have been derived from (Proc Abs), with T,
MWy, . NeW B PRWL L xW an By and Si=Wix. .. xW. By
induction hypothesis (1), ', ni:W, ..., neWe F Q :Wix... xW,
oy By (Proc Abs), I F (ng: W, ..., ngW).Q 1S B..
(Struct Par Comm) Then P=P'|P” and Q=P”|P’. Assume
r F PP’ :SauB. This must have been derived from (Proc
Par), with T F P:SiauB, T F P":Siasfs and a=ao0a; O
Bi=5005. By the symmetry of operators O and [, we have
a=ax0,0 B=R0B. By (Proc Pa), I FP'|P :SianB.
(Struct Par Assoc) Then P=(P'|P")|P'” and Q=P'|(P"|P'").
Assume T F (P |P")|P” :Sau 3. This must have been derived

from (Proc Par) twice, with T F PS8, T F P’ :Sas5s,
rkP7:Saa.B and o= (ax0az)0a, O Bi= (B06:) 0. By
the associativity of operators O and O, we have
a=a0(as0as) O B=A0(B08,). By (Proc Par) twice, I |-
PIP'IP"): S B

(Struct Rep Par) Then P=IP" and Q=P |!P’. Assume I |-
IP:S a1 6. This must have been derived from (Proc Rep), with
r+ P:SaB and B=B005. By propety 3-11, we have
L=G0(5 05)= B0 By (Proc Par), T P |IP :S,an..
(Struct Res Res) Then P=(vn:W;) (vmW,)P' and Q=(vm: W)
(VmW)P'. Assume I F (Vi WL)(VmiWL)P : S By This must
have been derived from (Proc Res) twice, with ', n:W,,
mW, | P:San 3. By Lemma A-7, we have ', mWs, n:W,;
P:SapB. By (Proc Res) twice, I F (vm:Wo)(vn:W)P'
S S

(Struct Res Par) Then P=(vn:W)(P'|P”) and Q=P |(vn:W)P”
with nOfM(P’). Assume I' F (vn:W)(P'|P”): Sian 1. This must
have been derived from (Proc Res), with T,
nNWHFP|P’:Sa3 and from (Proc Par) with T,
NWHFP:SaB, T, nWE P :SasB and a=a0a; O
Si=B00. By (Proc Res) we have I  (m:W)P”:Sas83;. By
Lemma A-9, since nOfn(P’), we have I  P':S a,53. By (Proc
Par), wehave T FP'|(vn:W)P”": S, ..

(Struct Res Amb) Then P=(vn:Wm[P'] and Q= m[(vn:W)P']
with nzm. Assume I F(vi:WM[P']:S,a18. This must have
been derived from (Proc Res), with I, n:W F m[P']: S8, and
from (Proc Amb) with ', nWF mAMb[S]aB, T, W
P:Sasfs ax<a, 0 B=<B and op=Q O B=0. By Lemma A-9,
since nzm, we have I' F m:AmMb[S;]a,5, By (Proc Res), we
have T F (vmiW)P' :Sa36;. By (Proc Amb), we have T |
mM(vN:WP'1:S 5.

(Struct Zero Par) Then P=P’|0 and Q=P'. Assume I | P'|0
:Siaifr. This must have been derived from (Proc Par), with
Ik P:Sap, T F 0:500 and a=a,0Q O £,=5,00. By the
definition of operators 00 and 0, we have a;=a, O Bi=0, or
r+P:SopB.

(Struct Zero Res) Then P=(vn:W)0 and Q=0. Assume I |-
(vn:W)0: S a1 5;. This must have been derived from (Proc Res),
with T, nWF 0:S¢6. By Lemma A-9we have T |
0:S.n B

(Struct Zero Rep) Then P=10 and Q=0. Assume T |
10: S B,. This must have been derived from (Proc Rep), with
I+ 0:SpB and Bi=B,0 and from (Proc Inact) with a;=Q
0 5,=0. So 3,=0010=0=0,.

(Struct Eps) Then P=gP and Q=P. Assume I |
&P :Sa,8,. Thismust have been derived from (Proc Act), with
I F eCap[S]aB,T F P :SasB and a=an0a; 0 Bi=5:0 Bs.
The former must come from (Cap Eps) with a,=Q 0O 5=0. By
the definition of operators 0 and o , we have ay=as0 £1=L%s, or
rkP:SopB.

(Struct Path) Then P=(M.M").P" and Q=M.(M’.P’). Assume
I+ (M.M).P:Sap,. Thismust have been derived from (Proc
Act), with T+ MM:Cap[S]aB, 'k P:Sa and
a=a,0a; O Bi=F0 B The former must come from (Cap
Path) with T F M:Cap[S]a.B, T F M’ :Cap[S]asB and
ar=a,0as0 Bo=0F40 S5 By property 3-2 and 3-6, we have a;=
(aubas)Uaz=au0) (asUaz) U = (Bao B) © Bs=Puo (Bs° Ba).
By (Proc Act) twice, we have ' FM.(M'.P’): S8,



QT FP.SaB andQ=P, thenT | Q:SaB:.

(Struct Ref) Triva

(Struct Symm) Then P = Q, By induction hypothesis (1), we
havel F QSaf:.

(Struct Trans) (Struct Res) (Struct Par) (Sruct Rep) (Struct
Amb) (Sruct Act) (Sruct Abs) (Struct Par Comm) (Sruct
Par Assoc) Symmetrical/anaogy to case (1).

(Struct Rep Par) Then Q=!P' and P=P'|!P’. Assume I |-
P'|!P :Snf. This must have been derived from (Proc Par),
with TF P:SaB, TF IP:SasfB, and a=a0as O
LGi=F005. The later must have been derived from (Proc Rep),
S0 a=a3 0 B=F,05,. By property 3-3, we have a,=a:0 az=a5.
By property 3-11, we have S=£0(505)= B0 G=[6;. So we
havel | IP:Snp..

(Struct Res Res) Symmetrical to case (1).

(Struct Res Par) Then Q=(vn:W)(P'|P”) and P= P’ |(vn: W)P”
with nOfM(P’). Assume I FP |(viiW)P”:Syanfy. This mugt
have been derived from (Proc Par), with T F P :S a5,
r FvmWP’:Sias6; and a=ao0a; O B=A0Fs. The later
must have been derived from (Proc Res) with I, mW
P’: S50 By Lemma A-8, since nOfn(P’), we have I', W
P:Sa5. By (Proc Par) and (Proc Res), we obtain
I FvnW)(P |P"):Sia1fu.

(Struct Res Amb) Then Q=(vn:W)m[P'] and P=m[(vn:W)P’]
with nzm. Assume I Fm[(vitW)P']:S,a18. This must have
been derived from (Proc Amb), with T F mAmMb[S] a5, T F
(VWP :Sas3, a<a, O B=< and a,=Q O B=0. The later
must have been derived from (Proc Res) with I, mW
P:SasB;. By Lemma A-8, since nZm, we have I', n:W |
mAMb[S]aB, By (Proc Amb), we have I, nWFh
mP']:S.a1 5. By (Proc Res), we have I Hvm:W)m[P']: S, ..
(Struct Zero Par) Then Q=P'|0 and P=P'. Assume " |- P’
:Sinfi. By Lemma A-6 we have I | 0. By (Proc Inact) we
have I F 0:SQ0. By (Proc Par), T  P'|0 :S(an0Q) (B.00).
By the definition of operators O and O, we have I
P'|0: S5

(Struct Zero Res) Then Q=(vn:W)0 and P=0. Assume " |-
0: 5,015, (here we assume nOdom(I") by renaming). By Lemma
A-8we have I', n'W | 0:S,an 3. By (Proc Res), we have I" |
(vniW)0: S 01 5.

(Struct Zero Rep) Then Q=10 and P=0. Assume T |
0:Sa16:. This musgt have been derived from (Proc Inact) with
a=Q 0O Bi=0. By (Proc Rep), we have I | 10:5,015 and
S=B04=000=0=4.. Sowe havel F10:Sax .

(Struct Eps) Then Q=&P’ and P=P'. Assume T | P :Sa 5.
By Lemma A-6 we have I |- 0. By (Proc Eps) we have T |
£Cap[S]Q0. By (Proc Act) we have I | &P:S(a0Q)
(Bro 0). By the definition of operators 0 and o , we have I' -
eP S a5

(Struct Path) Analog to case (1). O

Proposition 3-15: If T F P: SanB, P-Q, thenT + Q Siau
and a<a; 0 B=fi.

Proof: By induction onthederivation of P — Q.

(R-in):

(1) T Fn[inmPyP,]Im(in n.QyQ,]: Sian3, condition given
(2 T FnlinmPyP,]:Sia:B3 (1)+(Proc Par) only
3 T FminnQyQ: S35 along with (2)

4) o=alas, B=R05 along with (2)
(5) a,=Q0B=0 (2)+(Proc Amb) only
(6) T FnAm[S]a.5. along with (5)
(D T FinmPyPxS\a48 along with (5)
8) a<a, 08B, along with (5)
9) a:=QO0B=0 (3)+(Proc Amb) only
(10) T F mAMO[S,] B along with (9)
1) T FinnQyQ,:Snasbs along with (9)
(12) as<anU Be<fn along with (9)
(13) T F Py|P,:S\asf5s (7)+ Corollary A-3
(14) as<a, 0 BB along with (13)
(15) T F QiQz:Sna73 (11)+Corallary A-3
(16) av<as 0 B<fs along with (15)

(17) ae<an 0 B,
(18) a=andB<Bn

(8)(14)+ trans. of <
(12)(16)+ trans. of <

(19) I F MQyQ,]:00 (10)(15)(18)+(Proc Amb)
(20) T F Py|Pom[QiQ2]: S5 (13)(19)+(Proc Par)
(21) T F n[Py|PAm[Q|Q.]1:SQ0  (6)(17)(20)+(Proc Amb)

(22) =Q 0 B=0
From (21), (22), we know the proposition is true under (R-in).

(4)(5)(9)+Def 00,0

(R-out):

() T F n[out m.Py|P;mout.Q|Q,]]: Sia1B: condition given
2 T FnAM[S]a5 (2)+(Proc Amb) only
(3 T Fout mPyPamout.Q:|Q,): Svasf3 along with (2)
4 o=Q, B=0 along with (2)
(5) a<a,0B<b, along with (2)

(6) T Fout mPy|Px S5 (3)+(Proc Par) only
(7)) a=<a, 0B along with (6)+property 3-4,3-12
(8) T F mout.QyQJ:S\a45 along with (6)
9 asa0B<b6 along with (6) + property 3-4,3-12
(10) T F Py|Px:S\a555 (6)+Corollary A-3

(1) as<a:0B<ps
(12) as<a, 0 BB,
(13) T F n[PyP3: S, Q0
14 T F m:AMo[S] dnfBn

along with (10)

(B)(7)(11)+ trans. of <
(2)(10)(12)+(Proc Amb)

(8)+(Proc Amb) only

(15) T | out.Q1|Qz: Sna6Bs along with (14)
(16) ae<amU Be<fBn along with (14)
17) a=Q, B=0 along with (14)
(18) T F QiQx:Sva:55 (15)+Corallary A-3
(19) a<as 0 B<Bs along with (18)

(20) a=andB=<Bn
(2D) T F mQiQz]: S Q0

(22) T | n[Py|P,]|mQ4|Qz]: S0

(16)(19)+ trans. of <

(14)(18)(20)+(Proc Amb)

(13)(21)+(Proc Par)

From (4), (22), we know the proposition is true under (R-out).

(R-open):

(1) T F openn.Pn[ open . Qu|Q.]: Sinf3:

condition given



(2 T FopennP:Sap (1)+(Proc Par) only
() o< 0B<B along with (2)+property 3-4, 3-12
(4) T F n[open.QQ,]:SiasBs along with (2)
(5) o< 0B along with (2)+property 3-4, 3-12
6) T FnAM[S]a.5 (4)+(Proc Amb) only

(7 T F open.QIQ:Saub: along with (6)
8) ax<a,0B:<8, along with (6)
(9) T FQQx:Sas5 (7)+Corollary A-3
(10) as<a, 0 BB along with (9)
(12) T | open n:Cap[S)] a5’ (6)+(Cap open)
(12) T - open n:Cap[S)] asBs (2)+(Proc Act) only
13) T FP.Say5 along with (12)
(14 as0a=a,0Bs0 Br=0 along with (12)
(15) S, =S 0a=as0 8, =6 (11)(12)
(16) avla7=a,0 5" ° B=5 (14)(15)
(A7) T F PlQuQx: Siaefs (13)(9)(15)+(Proc Par)
(18) as0as=as 06,0 5= along with (17)

(19 a=<a, (10)(8)+ trans. of <
(20) asUa<a,0ay (19)+Property 3-5
2) o<, (18)+Property 3-1, (16)+ trans. of <
(22) ag<mm (21)(3) +trans. of <
(23) BOB<B (16)+Property 3-14
(24) BB, (10)(8) +trans. of <
(25 BOB<B0B (24)+Property 3-13
(26) B=p (18)+Property 3-9, (25)(25)+ trans. of <
(27) B=p (26)(3) +trans. of <

From (17), (21), (27), we know the proposition is true under
(R-open).

(R-MsQ):
o) (Mg, ..., MOI(N: W, ..., g W).P:Syan
condition given

@ T My, ... . MY:S B (1)+(Proc Par) only

3 T F MW, ..., neW).P:Sias5; along with (2)
4) ola=a 0308~ along with (2)
(5) T,neW, ..., neW F P:Sia35; (3)+(Proc Abs) only
(6) Si=Wpx...xW along with (5)

@ T EMeW, . T MW (2)(6)+(Proc Msg) only
(8) T FP{Myny,..., MUn}:Sia3B; (5)(7)+LemmaA-10 k times
9 ax=<a0OB<6 (4)+Property 3-4, 3-12
From (8), (9) we know the proposition is true under (R-Msg).

(R-Res):

D T FWWP:-S a8
2 r,nwkPrPsaps
3 PP

4 L MmWEP:Smsb
B) a=oOB<b

6) T FMW:WP:Sab

condition given

(D +(Proc Res) only
condition given
(2)(3)+induction hypothesis
along with (4)

(4)+(Proc Res)

From (6), (5), we know the proposition is true under (R-Res).

(R-Par):

1) T FPQSas condition given
2 T FPSms (1)+(Proc Par) only
3 T FQsaB along with (2)
4) ola=a 0608~ along with (2)
5 P-P condition given

6) TFP:Sab (2)(5)+induction hypothesis

(7) aa0BB along with (6)
(8) T FPIQ:Sasbs (6)(3)+(Proc Par)
9 a0a=as06086=055 along with (8)

(10) ay0as<a,0a30B0B<B0B;  (7)+Property 3-5, 3-13
(11) as=an0B=<B (9)(10)(4)+Property 3-4, 3-12+trans. of <
From (8), (11), we know the proposition is true under (R-Par).

(R-Amb):
(1) T FnP:Sap
2 T FnAMW[S]aB

condition given
(L)+(Proc Amb) only

3 T FPSaps along with (2)
4) o<a0B<b along with (2)
(5) a=Q, B=0 along with (2)
® PP condition given

N T FP:Sab (3)(6)+induction hypothesis

8) a<as0B<B; along with (7)
9 asa0B<b (8)(4)+ transof <
(10) T Fn[P1:Sia55 (A(7)(9+(Proc Amb), let S, =S,
(1) as=Q, =0 along with (10)

From (10), (11), (5) we know the proposition is true under (R-
Amb).

(R-=):

1) rFPSas condition given
(2 P=P condition given
3 rkFP:SmB (1)(Q+Lemma A-11
@ P P condition given
5) TFP:S B (3)(4)+induction hypothesis
(6) o< 0B<B along with (5)
@ P =P condition given
8 kP ":SaB (5)(7)+Lemma A-11

From (8), (6) we know the proposition is true under (R-=). O



